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carlos.westphall@ufsc.br
0000-0002-5391-7942

Abstract—The increasing presence of digital evidence in legal,
criminal, and civil cases requires adaptations to traditional chain-
of-custody processes to ensure the integrity of this evidence.
This work proposes the use of blockchain technology, specifically
through Hyperledger Fabric, to strengthen the chain of custody
for digital evidence. The developed solution employs smart
contracts to immutably record each stage of evidence handling,
from collection to transfer of custody, ensuring data authenticity,
integrity, and traceability. Our implementation demonstrates that
blockchain technology can significantly reduce the risk of evi-
dence tampering, improve process efficiency, and facilitate audits,
thereby contributing to greater reliability in the presentation of
evidence during judicial proceedings.

Index Terms—Chain of Custody, Blockchain, Hyperledger
Fabric, Digital Evidence

I. INTRODUCTION

Digital information is pervasive in our lives and businesses,
significantly impacting how data is created, stored, and shared.
In the judicial context, such data are increasingly present in
criminal and civil proceedings and are referred to as digital
evidence when linked to an investigation case [1], [2].

The chain of custody is part of the digital evidence col-
lection phase in criminal or civil investigations and consists
of a series of procedures aimed at ensuring the integrity of
evidence in judicial processes [3]. These actions are performed
sequentially to guarantee that the collected evidence remains
unaltered, preventing compromise in legal proceedings. In
summary, the chain of custody is a process designed to doc-
ument the chronological history of digital evidence, ensuring
its traceability [4].

This study was financed in part by the Coordenação de Aperfeiçoamento de
Pessoal de Nı́vel Superior - Brasil (CAPES) - Finance Code 001, and Federal
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The data that must be recorded in a chain of custody should
answer a set of questions known as the 5WH (5W and 1H),
that is, five W questions (Who, What, When, Where, and Why)
and one H question (How) [5], [6]. The data and information
to answer these questions should be recorded in the chain of
custody. Below is the list of questions with their meanings [7]:

• Who had contact with, handled, or discovered the evi-
dence;

• What alterations or procedures were performed on the
evidence;

• When the evidence was discovered, accessed, examined,
or transferred;

• Where the discovery, collection, examination, and stor-
age of evidence took place;

• Why the evidence was collected, that is, the motivation
and, if possible, the authority determining the collection;
and

• How the circumstances of the discovery, collection, ex-
amination, and storage of evidence occurred.

Metadata (data about data) stored in a digital chain of
custody must ensure certain security properties, as defined
by Bonomi, Casini, and Ciccotelli [8]: integrity, traceability,
authentication, verifiability, and security (proof of alterations).
In this context, blockchain becomes essential, enhancing secu-
rity through encryption and methods such as hash functions,
enabling the chaining of information and, being decentralized,
ensuring data consistency [9], [10].

When discussing blockchain, security, and chain of custody,
one observes a harmony among them, as the chain of custody
is directly linked to the security of digital evidence. Therefore,
blockchain and its technologies emerge as effective solutions
to address common problems in the traditional chain of
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custody [11].
This leads to the research problem: How can blockchain

technology be applied to strengthen the integrity of the chain
of custody of digital evidence, reducing the risk of tampering
and ensuring the chronological accuracy of data presented in
judicial proceedings? Therefore, this article aims to identify
how blockchain can assist in ensuring the integrity of evidence
in criminal and civil proceedings.

To address this problem, a literature review was conducted,
contributing to a better understanding of the breach of the
chain of custody—when any alteration occurs in the evidence
before, during, or after forensic analysis. This also involves the
path of data and documents, the identification of the history
and chronology of the chain of custody, which guarantee the
authenticity of the traces presented in court.

In light of this, it becomes necessary to study, analyze, and
possibly apply blockchain as support to assist in the custody
of evidence, eliminating doubts and risks of tampering [12],
[13]. With blockchain, it is possible to trace a reliable path and
history, as well as properly handle information, ensuring the
chronological correctness of the manipulated data [14], [15].

The principal innovation of this research is the practical in-
tegration of blockchain technology—specifically Hyperledger
Fabric—to strengthen the digital evidence chain of custody.
Departing from purely theoretical models, this study offers a
fully operational implementation that utilizes smart contracts
to immutably record every phase of evidence handling, from
initial acquisition through subsequent custody transfers.

II. RELATED WORK

Several studies have explored the use of blockchain tech-
nology as a tool to ensure the integrity of the chain of custody
in digital forensic contexts. This section presents a review
of relevant works, highlighting contributions, challenges, and
gaps in the practical application of this technology.

Machin Guardia [16], in his thesis, explores the applicability
of blockchain in forensic custody, highlighting the importance
of its application to ensure the validity of evidence in judicial
proceedings. The author describes how the implementation of
the chain of custody can be efficient and secure, standardizing
communication between the entities involved and preventing
external alterations to the process. Additionally, he suggests
that his Chain of Custody (CoC) solution can reduce the
resources needed to protect information against modifications
by users or attackers.

In the same context, Hermeiro [17] emphasizes the impor-
tance of the hash code in preserving the chain of custody of
digital evidence. Any alteration in the original code would
generate a noticeable modification, breaking the chain of cus-
tody and invalidating the evidence. The author highlights the
hash code as a guarantee of security and integrity and suggests
that the introduction of blockchain technology could further
strengthen the chain of custody, preserving and authenticating
digital evidence in judicial proceedings.

Medina [18] addresses the challenges of implementing
blockchain with the goal of ensuring the integrity and reliabil-

ity of evidence, recognizing the complexity due to the need to
work with data security and integrity. He proposes the use of
permissioned blockchain and smart contracts to track changes
in evidence ownership throughout its lifecycle, highlighting
the potential of this technology to simplify evidence tracking
effectively and accurately.

Khan et al. [14] point out the difficulties in the field of
digital forensic analysis, especially due to the volatility of
information and the ease with which data can be transferred
to other jurisdictions. Therefore, they highlight the need to
ensure the integrity and confidentiality of digital evidence.

Ali et al. [19] present the use of a forensic chain prototype
based on Hyperledger Composer with the aim of preserving
the obtained data, contributing to the discussion on practical
implementations of blockchain in the chain of custody.

Some works centralize the CoC process around specific
cases, supporting all phases of the forensic process up to the
preparation of the final report [10], [20]–[22]. Others focus
on handling individual digital traces, aiming to ensure the
integrity and immutability of data from different sources [11],
[23].

Regarding the complete management of the chain of cus-
tody, there are comprehensive proposals that cover all phases
of the forensic process and meet security requirements [3],
[10], [20], [22], [24]–[29].

Despite the advances, significant gaps are identified in the
literature. One of them is the lack of practical implementation
or evaluation in real environments in many articles. For exam-
ple, Sathyaprakasan et al. [30] and Chen et al. [21] developed
frameworks but did not conduct experiments or simulations
to validate the feasibility and performance of their proposals,
raising questions about their applicability in the real world.

Another challenge is the need for complete traceability of
the chain of custody without compromising the privacy of the
parties involved. Proposals like that of Zhang et al. [9], which
offer traceability, provide promising solutions, but the crypto-
graphic complexity can hinder large-scale implementation.

Transactional costs and performance remain challenges,
especially in public blockchains [22], [28]. The use of per-
missioned blockchains partially solves this issue but brings
challenges in terms of interoperability and access control
between different platforms.

In summary, although the literature presents several pro-
posals for applying blockchain in the chain of custody, sig-
nificant challenges remain to be overcome, including practical
implementation, management of cryptographic complexities,
ensuring confidentiality and privacy, and issues of performance
and interoperability.

III. PROPOSED SOLUTION

Considering the ease with which evidence can be tampered
with during custody, it becomes necessary to have a solution
that ensures the authenticity, integrity, confidentiality, and
security of such artifacts in cases of legal infractions.

In this context, the use of blockchain technology emerges as
a useful method to guarantee the veracity of digital evidence.
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It allows for securing, encrypting, and storing data so that
it cannot be tampered with or illegally accessed without
permission.

In this work, Hyperledger Fabric is utilized with the aim
of controlling access to stored data through encrypted access
keys, as well as monitoring who accessed them and what
actions were taken with these data.

The blockchain was implemented using the JavaScript pro-
gramming language, a specific chaincode, a gateway and a
frontend for connection and visualization were developed.

Interaction with the blockchain occurs via an API. The
front-end was developed using Svelte and Vite. It allows users
to create new items, list all items, and transfer custody. These
operations are performed via HTTP requests to the Node.js
server using the fetch API.

The back-end (app.js) processes the requests made by
the front-end, using Express.js to define the endpoints that
the requests access. When one of these requests is received,
app.js processes it and interacts with the Hyperledger Fabric
network to execute the corresponding commands. The results
are returned to the front-end in JSON format.

There is also the smart contract (assetTransfer.js),
which is the code that defines the transactions that can be per-
formed on Hyperledger. This contract contains the necessary
functions that the back-end calls in response to the front-end
requests, which are:

• InitLedger: Initializes with a set of items within the
blockchain to demonstrate the start, as shown in Figure 1.

• GetAllAssets: Reads all items present in the chain-
code, as shown in Figure 2.

• CreateAsset: Responsible for adding a new item with
its respective attributes, as shown in Figure 3.

• UpdateAsset: Allows you to change all Asset items,
but the change status remains stored, as shown in Fig-
ure 4.

• TransferAsset: Responsible for transferring custody
of a given item with id, as shown Figure 5.

Fig. 1. InitLedger.

To run the blockchain, you need to initialize Hyperledger
with a network, have Node.js, Express.js, and svelte

Fig. 2. GetAllAssets.

Fig. 3. CreateAsset.

Fig. 4. UpdateAsset.

Fig. 5. TransferAsset.

installed. The Node.js API can be accessed on port 3000,
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and svelte on port 5173.
Figure 6 shows the main screen with the blockchain func-

tionalities. Figure 7 shows the screen for creating an asset.
Figure 8 shows the display screen for all assets. Figure 9 shows
the asset custody transfer screen.

Fig. 6. Screen with blockchain functionalities.

Fig. 7. Asset creation screen.

All the requirements and files needed to make it work are
available on https://github.com/leandroloffi/CustodyChain.

IV. RESULTS

During the execution of the Hyperledger network, the period
between three and two minutes corresponds to the network’s
activation phase. After this initial interval, once the runtime
falls below two minutes, the network is fully operational,

Fig. 8. All Assets screen.

Fig. 9. Transfer Custody screen.

and the designated functions are actively running. At this
stage, the memory usage stabilizes, exhibiting an increase
of approximately 0.3 GB compared to baseline conditions.
The network traffic exhibits fluctuations that only become
discernible during the network activation phase, as illustrated
in Figure 10 and Figure 11.

The implemented blockchain ensures data security by using
various internal functionalities to record each movement of the
evidence under custody. Thus, any movement of the custodial
object is recorded on the blockchain, as well as any changes
in custodian.

In this way, the chronological accuracy of the data is
ensured, since when a block is added to the blockchain, it
cannot be altered without all the other blocks also being
modified.

Moreover, as it is a blockchain, the inserted records cannot
be altered, as they are maintained on multiple computers
distributed across a network, which ensures the integrity of
the information and protects the evidence against tampering.

Given this characteristic of immutability of records on the
blockchain, there is a significant reduction in the risk of
tampering with the custodial evidence, thus ensuring greater
reliability in using the evidence as procedural proofs.

Another benefit is the possibility of tracking the movements
of evidence within the chain of custody, ensuring transparency
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Fig. 10. Running blockchain performance.

Fig. 11. Blockchain performance with downgraded network.

and facilitating any eventual audit in case of judicial challenge.
It was also observed that the implementation of blockchain

can make the chain of custody procedure more efficient, as it
automates the transfer stage between custodians without the
need for physical document signatures, which also reduces
costs.

One of the key strengths of our article is its emphasis
on practical application. By utilizing a variety of tools, we
empirically demonstrate the feasibility of conducting the pro-
posed practical demonstration. This hands-on approach not
only validates our theoretical concepts but also showcases their
applicability in real-world scenarios, thereby bridging the gap
between theory and practice.

V. CONCLUSION

In this article, we sought to understand how blockchain
technology can be applied to strengthen the integrity of the
chain of custody of forensic evidence, reducing the risk of
tampering and ensuring the chronological accuracy of data
presented in judicial proceedings.

After conducting a survey of relevant information through
the analysis of related works, we chose to use a blockchain
based on Hyperledger Fabric to control the movements of
evidence within a proposed chain of custody.

Several benefits were observed with the implementation of
blockchain in the chain of custody, such as data security and
integrity, guarantee of chronological accuracy, and reduction
of the risk of evidence tampering through the immutability of
records on the blockchain. It was also found that blockchain
facilitates audits through the ability to track movements made,
in addition to making the chain of custody more efficient.

Finally, possible future applications of blockchain technol-
ogy in the forensic area were identified, such as automation
through smart contracts, aiming to facilitate the automatic
transfer of custody based on predefined conditions, and in-
tegration with IoT to physically track evidence and ensure its
integrity from the collection site to final storage.

As future work, it is proposed to translate the solution into
other languages, in addition to developing an improvement for
other functions in the front-end to search for chain of custody
cases from different institutions, in addition to developing a
specific network for each case.
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